
Agenda Item 9b 
 
To:  Joint Audit Committee 
 
Date:  18 September 2013 
 
By:  Head of IT  
 
Title:  IT Audit Status 
 
 
Purpose of Report: 
 
This report provides an update to members of the Committee on the IT Audit status.  
 
 
Recommendations  
 

- That the Committee notes the current status and actions being undertaken to 
respond to the audit recommendations. 

 
 
 
1. Introduction 
 
Three significant audits covering various aspects of the IT function have taken place 
over the last few years: Virus Protection, User Account Management and Network 
Infrastructure.  A summary of activity and outstanding actions is provided below. 
 
 
2. Virus Protection 
 
The Audit was conducted in 2013 and achieved Satisfactory Assurance. This Audit 
made 2 recommendations:- 
 

• Upgrade Windows 2000 based Operating System 
• Review of endpoint protection and security. 

 
Both recommendations are still open and the recommended changes will be 
implemented as part of the IT Infrastructure Programme. Projects are in flight and are 
due for delivery by the end of March 2014. 
 
 
3.      User Account Management  
 
The Audit was conducted in 2013 and achieved Satisfactory Assurance. This Audit 
made 9 recommendations; 7 of which are still open. 
 
The majority of the recommendations relate to account and password settings. These 
relate primarily to the complexity of passwords, administrative procedures, controlled 
use of specialised accounts and remote access by third parties. This work is in some 
cases simple to implement but the difficulty comes with the ongoing management and 
administration of systems.  For example, the implementation of complex passwords 



will have an impact for Users and for IT Operations. The project will need to consult 
with service owners and users, and balance their needs for improved security against 
the impact on service usability. The delivery of the changes relies on the successful 
completion of a number of key projects within the IT Infrastructure Programme. 
 
With the exception of the password strengthening recommendation which will be fully 
considered but may be modified to achieve best balance of security and usage for the 
Force, all of the other recommendations are planned to be implemented and delivered 
by the IT Infrastructure Programme by the end of March 2014. 
 
 
4. Network Infrastructure 
 
The Audit was conducted in 2011 and achieved Limited Assurance.  This audit made 
18 recommendations; 2 recommendations are still open:- 
 

• Windows domain account policy settings  
• Windows 2000 Server replacement.  

 
These recommendations will be delivered by the Infrastructure Programme. Projects 
are in flight and are due for delivery by the end of March 2014. 
 
 
5.  Conclusion 
 
Good progress has been made to date by the IT Department. 
 
While these recommendations are being implemented, the main control against risks 
to Sussex Police systems is logged in the Force Risk Register and detailed in Risk 
agenda item (STR943). These are currently assessed at medium with a status of fully 
controlled. A department risk (ITD1270) is also logged on the register. The IT Service 
Desk has taken ownership of the day-to-day management of these processes and has 
developed documented procedures to improve account administration in line with the 
recommendations. The remaining recommendations will require complex Force-wide 
changes to implement.  All recommendations are logged in the risk register and are 
being worked on as part of the IT Infrastructure programme of work which will be 
delivering improvements throughout the next 6 month period. 
 
Some of the outstanding recommendations will be implemented during the next few 
months but all of them are expected to be complete by the end of March 2014. 
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