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         Agenda Item No 16 

 
To:  Joint Audit Committee 

 
Date:  9 July 2015 
 

By:  Chief Internal Auditor 
 

Title:  Internal Audit – Annual Report 2014-15 
 

 
Purpose of Report: The purpose of this report is to give an opinion on 

the adequacy of Sussex Police/Office of Sussex Police & Crime 
Commissioner’s control environment as a contribution to the proper, 

economic, efficient and effective use of resources.  The report covers the 
audit work completed in the year from 1 April 2014 to 31 March 2015 in 
accordance with the Internal Audit Strategy for 2014/15. 

 

 
Recommendations  

 
Members of the Committee are asked to: 

 
Note the Chief Internal Auditor’s opinion on the control environment 
and gain assurance from Officers that key issues raised are being 

addressed. 
 

 

 
1. Introduction 
 

1.1 The 2014-15 audit plan, agreed by the Joint Audit Committee in 
March 2014, contained a series of targets in terms of audit work to 

be completed during the year.  This report sets out a summary of 
the audit work carried out during 2014-15.  

 

1.2 A summary of the agreed planned audit coverage for 2014-15 is 
shown below. 

 
Audit Type Days 

2014/15 

  
Core Systems 73 

PCC Audit Reviews 20 

CC Audit Reviews  60 

Computer Audit Reviews 20 

Establishment Visits 25 

Project Review Work 30 

Other Work & Client 
Management 

32 

Total 260 

 
  



2 
 

2. Audit Opinion 

 
2.1 Internal Audit is an assurance function whose primary purpose is to 

provide an independent and objective opinion to the organisation on 
the control environment comprising risk management, control and 
governance.   

 
 The annual audit plan is prepared to take into account key areas of 

risk and was approved by the Joint Audit Committee. 
 
 The level of assurance provided by Internal Audit is based upon: 

 
• All audit reviews undertaken during 2014-15. 

• Follow up of actions against audit recommendations made in 
2013-14. 

• Management responses to findings and recommendations 

• Effects of significant changes to the financial systems 
• The extent of resources available to deliver the audit plan. 

 
  All audit reports include an assurance rating on the basis of the 

definitions shown in Appendix A.  Individual assurance ratings help 
determine the overall audit opinion.   

 

2.2 All work was carried out in accordance within defined quality 
procedures that were compliant with the UK Public Sector Internal 

Audit Standards. 
 
2.3 Audit work has been undertaken to obtain all information and 

explanations considered necessary to provide sufficient assurance 
that the control environment is both reasonable and effective.  

Whilst no assurance can ever be absolute, on the basis of audit 
work completed, it is our opinion that Sussex Police/PCC has a 
satisfactory framework of control that provides a reasonable 

assurance regarding the economic, efficient and effective use of 
resources in achievement of its objectives.   

 
3. 2014-15 Report 
 

3.1 Compliance work for the 2014-15 core financial systems (73 days 
planned) has been undertaken throughout the year.  Internal audit 

has liaised closely with external audit to ensure that audit work is 
not duplicated.  The approach to carrying out assurance work on 
the core financial systems is designed to meet external 

requirements relating to the documentation of key controls to 
ensure compliance with International Standards on Auditing.  

 
  



3 
 

3.2 The core systems for Sussex Police were considered to be:  

 
System 2014/15 

(Days) 

Opinion 

   
Payroll 7 Satisfactory 

Accounts Payable* 15 Satisfactory 

Accounts Receivable 6 Satisfactory 

Capital Asset Management 5 Substantial 

Budgetary Control 5 Substantial 
Procurement Cards 5 Substantial 
Main Accounting System 13 Satisfactory 
Capital Accounting/Payments 3 Substantial 

Treasury Management 2 Substantial 

Pensions* 10 Satisfactory 
SAP Access Control & User account 

Management 

2 Satisfactory 

Total 73  

 
* indicates systems review in addition to compliance testing 

 

 Annual compliance testing undertaken on core financial systems 
found that the majority of key controls were operating effectively.  

A number of weaknesses were identified in respect of the various 
systems and corrective action was recommended. These include: 

 
Payroll 
A satisfactory assurance opinion was given as compliance testing 

found that a small number of starters files did not contained all key 
documentation, and two leaver files were not available to test.  

 
Accounts Receivable 
A satisfactory assurance opinion was given as compliance testing 

found that there were no significant issues identified and processes 
in place were sound. Recommendations were made with regards to 

suitable cover for staff absence, timelessness of write-offs, and the 
regular review of credit balances on customer accounts.  

 

Budgetary Control  
A substantial assurance opinion was given as there were no 

significant issues identified and processes in place were sound. 
 

Main Accounting System 

The review found that in many areas particularly around banking, 
there was substantial assurance that the control environment was 

working effectively. Recommendations have been made in respect 
of historic entries in the general ledger, the reconciliation of a 
number of control accounts, and the treatment of outstanding 

cheques.  
 

Capital Accounting System  
There were no significant issues identified and processes in place 
were sound.   

 
Pensions  
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A satisfactory assurance opinion was given as compliance testing 

found that there were no significant areas of concern with only a 
small number of minor weakness identified. These included; 

checking & certifying of lump sum payments appeared to be carried 
out by the same officer on the electronic Caselink system, a death 
certificate was missing in one case, and where a pensioner was a 

member of both the Police Pension Scheme and Local Government 
Scheme copies of key documents were are not captured on both 

Caselink files 
 
  All other completed work has been previously reported to this 

committee. 
 

3.4 PCC Audit Reviews 
 

Planned work completed (20 days) for 2014-15 is detailed below: 

  
System 2014/15 

(Days) 

Opinion 

   
Decision Making & Accountability 5 Substantial 

PCC Partnerships & Grant 

Arrangements 

10 Satisfactory 

Phase 2 Transition 5 Substantial 

   

PCC Partnerships & Grant Arrangements 
A satisfactory assurance opinion was given as all necessary controls 
were found to be working well. There were a small number of 

weaknesses or improvements that resulted in a number of 
recommendations. These included; documentation of proposed 

awards made from the Victims Support Services grant was 
outstanding in respect of 3 projects, reconciliation of the Victims 

Services Commissioning Grant has not been undertaken, Safer in 
Sussex Community Fund awards over the maximum amount of 
£5,000 do not reference the exceptional circumstances and were 

not subject to additional monitoring of outcomes, and some funds 
for Proceeds of Crime (POCA) were unspent by the OSPCC element 

and carried forward into the next financial year.  
 
3.5 CC Audit Reviews 

 
Planned work completed (60 days) for 2014-15 is detailed below: 

  
System 2014/15 

(Days) 

Opinion 

   
Overtime 10 Substantial 

Recruitment & Pre-Employment 

Checks 

10 Satisfactory 

Gross Payments to Individuals 10 Satisfactory 

Risk Management 15 Satisfactory 

Collaborative Working Arrangements 15 Satisfactory 

 

 Gross Payments to Individuals:  
There were sound processes in place to prevent incorrect gross 
payments to individuals and a review of payments made to 
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individuals over a three year period did not identify any of material 

concern. However, a small number of recommendations were made 
in order to improve the systems further. These include; the vendor 

adoption process could be strengthened in order record the status 
of an individual at the point of engagement, and there were a 
number of payments that require further investigation. These were 

subsequently found to be correctly paid.  
 

Collaborative Working Arrangements:  
The audit confirmed that there were adequate arrangements in 
place for the management of collaborative arrangements, including; 

governance arrangements, detailed work programme, and 
appropriate change delivery reporting. However, there were some 

weaknesses identified during the review and these included; 
 
• There did not appear to be a clear strategy to align risks 

identified from the collaboration programmes to the Force 
Strategic Risk Register. 

 
• Changes to the scope and the timescales of the collaboration 

have not been reflected in an amended Section 22a Agreement. 
 
• Financial plans and forecasts are limited without full business 

plans in place for Support Services Finance and HR.   
 

• There were no financial indicators available for Specialist Crime 
and Operations Command on the Status Update Papers. 

 

 All other completed work has been previously reported to this 
committee. 

  
 
3.6 Computer Audit Reviews 

 
 The status of work planned for 2014-15 is detailed below: 

 
System Days Status/Opinion 

   

Information Governance 10 Limited 

IS Business Continuity 10 Satisfactory (draft) 

End User Computer Project 

Review 

u/p n/a 

 
Information Governance 
Following the issue of the draft report, a number of issues were 

identified by the client in terms of information that was provided to 
the auditor to form an opinion.  Consequently, additional work was 

undertaken and findings reissued.  The limited assurance opinion 
reflected weaknesses in the following areas: 
 

• An Information Management Strategy Board (IMSB) exists to 
provide strategic oversight of all information management 

matters pertaining to Sussex Police. However, the effectiveness 
of the Board is challenged by the inadequacy of the 
management monitoring reports provided to the Board 
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regarding updates on the agreed Information Governance 

strategy delivery targets. 
 

• The October 2014 IMSB meeting was advised that all Risk 
Management and Accreditation Document Set (RMADS) work 
had been completed however examination of the Information 

Management Risk Management and Accreditation Document Set 
found that ownership and review dates are inconsistently 

applied.  
 

• All Freedom of Information and Data Protection Act requests are 

recorded and tracked for compliance via the appropriate 
administration log so that activities can be monitored by the 

Information Management Strategy Board. However, while the 
Board is updated on any issues involving the Information 
Commissioners Office, reporting on the business as usual 

compliance achievements was not found quantified or subject to 
year on year trends analysis to help demonstrate the 

effectiveness of service improvement plans.  
 
• Information Governance Training is enforced for all new users 

before obtaining access to computers. However, the October 
2014 IMSB meeting was advised that 300 FTE’s (5% of all 

FTE’s) had not yet completed their training. 
 
IS Business Continuity 

Audit Work has been fully completed but was at draft stage 
awaiting agreement at the time of writing this report. Provisional 

findings concluded satisfactory assurance.  Findings summarised 
found: 
 

•  A clearly defined overarching Business Continuity Management 
(BCM) Policy has been established for both Sussex and Surrey 

Police. 
•  A comprehensive and well documented Sussex Police 2015 IT 

Business Continuity Plan was confirmed in place which is being 

maintained as current and up to date. 
•  The dedicated Sussex and Surrey Police Business Continuity 

Coordinator was found to have established a documented BC 
record system that captures all BC exercises and incidents 

which is being actively maintained as accurate and complete. 
•  However, although some elements of the Sussex IT BC 

arrangements are periodically validated the Sussex Police BC IT 

Plan are not fully tested as effective on an annual basis and 
currently fail to incorporate the IT Insurance Policy 

arrangements.  
 
End User Computer Project Review 

Additional work was undertaken at the request of the Joint Chief 
Information Officer to review issues relating to the progress of the 

end user project.  The short review made several observations that 
needed to be addressed to take this project forward successfully.  
These related improvements to business case, expected benefits 

and risk management 
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3.7 Establishment Visits 

  
25 days were allocated in the audit plan to carry out establishment 

visits.   
 
Establishment Days Status/Opinion 

   
Divisions  
Brighton & Hove Division 4 Substantial 

East Sussex Division 6 Satisfactory 

West Sussex Division (includes 

Crawley & Worthing)  

8 Satisfactory 

 
Other audit visits 

  

Operations Command 7 Substantial 

 

 
3.8 Project Work 

 
 Review work is undertaken at the request of the Chief Finance 

Officer (PCC) and the Director of Finance (CC). The programme for 

2014/15 comprises the following work: 
 

Review Days Status/Opinion 

   
Allowances; Travel & 

Subsistence 

10 Satisfactory 

Health & Safety 10 Cancelled 

Governance Mapping 10 Not applicable (support to service) 

 

  
4. Follow Up of Previous Audit Recommendations 

 
  Analysis on the status of recommendations arising from the 

2013/14 plan are shown in Appendix B (table 1), and 

recommendations made during 2014/15 (table 2) 
 

2013/2014  
 
Of the recommendations made on audit reviews and the annual 

core financial systems compliance testing, carried out as part of the 
2013/14 audit plan, 80 out of 84 recommendations have been 

satisfactorily implemented, with 3 recommendations being rejected 
or made redundant. Current implementation rate is 99%. 

   

2014/2015 
 

Work is currently in progress to follow-up 2014/2015 
recommendations. One high recommendation has been made with 
regards to an IT audit of Information Governance. This is detailed in 

Appendix C. 
 

 
Contact details:  

Gavin Jones    
Chief Internal Auditor   
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0330-2223348  

gavin.jones @westsussex.gov.uk  
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Appendix A 

Standard Definitions – Audit Opinions 

Substantial 
Assurance: 

There is a sound system of control designed to achieve 
the objectives. Compliance with the control process is 

considered to be of a high standard and few or no 
material errors or weaknesses were found. 

Satisfactory 
Assurance: 

While there is a basically sound system, there are 
weaknesses, which put some of the system objectives 
at risk, and/or there is evidence that the level of non-

compliance with some of the controls may put some of 
the system objectives at risk. 

Limited 
Assurance: 

Weaknesses in the system of controls are such as to 
put the system objectives at risk, and/or the level of 

non-compliance puts the system objectives at risk. 
 

No 
Assurance: 

Control is generally weak, leaving the system open to 
significant error or abuse, and/or significant non-

compliance with basic controls leaves the system open 
to error or abuse. 
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Appendix B 
 

Analysis of Follow-up of Internal Audit Recommendations 
 

Audit Assurance 

Opinion 

Actioned 

Recommendations 

Outstanding 

Recommendations 

 
Percentage  

Total H M L H M L R 
 

Table 1  
 

2013 / 2014 Audit  Total H M L H M L R  

Payroll Limited 4  4      100% 

Accounts Payable Satisfactory 7  6 1     100% 

Accounts Receivable Limited 9 1 6 1    1 100% 

Capital Asset Management Satisfactory 5  3 2     100% 

Budgetary Control Satisfactory 5  1 2    2 100% 

Procurement Cards Satisfactory 5  4 1     100% 

Main Accounting Systems Satisfactory 2  2      100% 

Capital Accounting Substantial 0        n/a 

Treasury Management Satisfactory 2  1 1     100% 

Pensions Satisfactory 13  12 1     100% 

SAP Security Satisfactory 1  1      100% 

Grant Claims Satisfactory 2   2     100% 

Performance Management Substantial 0        n/a 

PFI Custody Suites Satisfactory 3  1 1  1   67% 

S23 Due Diligence Substantial 0        n/a 

S23 SEROCU Substantial 0        n/a 

Fleet Management Satisfactory 5  1 4     100% 

Insurance Motor Claims Satisfactory 4  3 1     100% 

Register of Interests Satisfactory 1   1     100% 

IT Infrastructure Satisfactory 7  6 1     100% 

Corporate Governance Satisfactory 4  4      100% 

Special Constabulary Limited 5 1 4      100% 

 
Total 2013/14 

  

84 

 

2 

 

59 

 

19 

 

0 

 

1 

 

0 

 

3 

 

99% 
 

Table 2 

 

2014 / 2015 Audit  Total H M L H M L R  

Payroll Satisfactory 2     2    

Accounts Payable Satisfactory 2      2   

Accounts Receivable Satisfactory 4  1   2 1   

Capital Asset Management Substantial 0        n/a 

Budgetary Control Substantial 1   1     100% 

Procurement Cards Substantial 1   1     100% 

Main Accounting Systems Satisfactory 3     2 1   

Capital Accounting Substantial 0        n/a 

Treasury Management Substantial 0        n/a 

Pensions Draft 6      6   

SAP Security Satisfactory 3     1 2   

Decision Making Substantial 2   2     100% 

PCC Partnership & Grants Satisfactory 6  1   3 2   

Phase 2 Transition Substantial 0        n/a 

Overtime Substantial 0        n/a 

Recruitment & Pre-
Employment 

Satisfactory 2  2      100% 

Gross Payments to individuals Satisfactory 2     2    

Risk Management Satisfactory 4  3   1   75% 

Collaborative Working Satisfactory 5   1  2 2   

Information Governance Limited 5    1 4    

IS Business Continuity WIP          

Allowances Satisfactory 2  1   1    

 
Total 2014/15 

  

50 

  

8 

 

5 

 

1 

 

20 

 

16 
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G 100% Actioned   A More than 70% Actioned  R Less than 70% Actioned 

 

H – High Priority   M - Medium Priority   L – Low Priority   R – Rejected/Redundant/Replaced 



Appendix C  New or Outstanding High Priority Internal Audit Recommendations  
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Information Governance – audit report issued May 2015  
Ref Recommendation Action Proposed Target 

date 

Responsible Officer/Action Taken 

 

1. 

 

Information Governance Strategy KPI’s  

 

Management should ensure that the Information 

Management Strategy Board (IMSB) standing 

agenda items includes updates on:  

• The achievement of agreed Information 

Governance strategy delivery targets; and 

• IMSB should establish an appropriate 

performance dashboard which includes 

Information Asset Register owner                                                                                             

ship and issue resolution activities that are 

quantified by volume and category so they 

can be monitored for continuous 

improvement. 

Risk 

There is an increased risk that the effectiveness 

of the Information Management Strategy Board 

(IMSB) may not be maximised until the standing 

agenda items include update reports on:  

• The achievement of agreed Information 

Governance strategy delivery targets; and 

• Information Asset Register ownership and 

issue resolution activity trends. 

 

IMSB to review and agree a revised 

Information Strategy delivery plan 

that IMSB will monitor for 

achievement. 

IMSB to establish an appropriate 

performance dashboard and to 

receive and review Information Asset 

Register ownership and issue 

resolution activity trend reports. E.g. 

How many review dates occurred and 

were met or remain outstanding in 

the reporting period by volume and 

category. 

 

June 

2015 

 

Head of Corporate Services  

 

New recommendation  

  

 

 


