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1. Introduction 

 
The Sussex Police Risk Management Strategy promotes the procedures and practices that 

are required to identify and manage the significant risks that may affect the Force’s ability 
to achieve its overall objectives to deliver against the priorities and budget set by the 

Sussex Police and Crime Commissioner (SPCC)1 and its regional and national 
responsibilities. 
 

 

2. Executive Summary 

 
The Chief Constable is the responsible officer for risk on behalf of the Force. Sussex Police 
have a responsibility to ensure there is an effective framework in place for identifying and 

managing risk. Sussex Police will therefore manage exposure to risk by establishing 
comprehensive systems and procedures to both recognise and prioritise significant risks 

and identify controls.  
 
There are requirements to comply with regulations, best practice and legislation that make 

it necessary for risk management to retain a high profile at all levels of the organisation.  
Some of the relevant requirements include: 

 
• Civil Contingencies Act 2004 
• Health & Safety at Work etc Act 1974 & Health & Safety Offences Act 2008 

• Her Majesty’s Inspectorate of Constabulary (HMIC) inspection findings 
 

This document deals exclusively with managing ‘organisational risks’, rather than other, 
more tactical or operational, risks (e.g. risk assessments in police operations, health & 
safety risks assessments or custody risk assessments).  

 
Organisational risk management is any threat to the ability of an organisation to deliver 

its objectives or realise its strategic aims. These include a wide variety of actual or possible 
events or series of consequences that have the potential to threaten the performance, 
reputation or financial position of the organisation; the safety of staff or the wider public or 

the ability to comply with legislation or national doctrine. Organisational risk is what 
potentially affects our ability to deliver the Police and Crime Plan  

  
The Risk Management Strategy details best practice for adoption by those charged with 

responsibilities for risk management within the Force. The Force policy on risk management 
exists as a separate document and, whilst much of the contents are reflected here, it 
should be read separately. 

Sussex Police define an issue as something that is live and currently being faced. A risk is 
a potential issue, one that can be foreseen and where actions can be considered to treat or 
mitigate the risk (reducing either the likelihood or impact). 

 

                                                 
1 Sussex Police and Crime Commissioner’s police and Crime Plan and Sussex Police Operational Delivery Plan: 
http://www.sussex-pcc.gov.uk/police-crime-plan/ 
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3. Monitoring: 

 
The Sussex Police and Crime Commissioner (SPCC) has a statutory duty to scrutinise the 
Force risks and control measures. The SPCC must be satisfied that there are sound systems 

of internal control for the management of risk in place. In order to enable this, risk 
management processes within the Force will be reported to the SPCC on a regular basis.  

 
Further to this the Joint Audit Committee has a responsibility for reviewing the risk 
registers and Assurance Framework for both the PCC and Chief Constable and providing 

assurance that the risk management arrangements that are in place are adequate to 
effectively manage organisational risk and to monitor progress in addressing risk related 

issues reported to the committee 
 
The risk management policy and process are subject to scrutiny by internal and external 

audit on a regular basis, every two years. 
 

 

4. Objectives and Benefits 

 
 
The Main Objectives are to: 
 

• Integrate risk management into the organisational culture to facilitate the identification 
and management of our most significant risks to achieving organisational objectives and 

priorities; 
• Manage risk in accordance with best practice and adhere to national guidance; 

• Preserve and enhance the effectiveness of service delivery by focussing on opportunities 
that may have arisen as a result of the focus on risk management activities. 

 
 
The Objectives will be achieved by: 
 

• Ensuring that risk management practices are closely linked to the achievement of the 
organisational objectives; 

• Allocating resources to risk management activities; 

• Establishing clear roles and responsibilities for all stakeholders; 
• Actively maintaining awareness of current best practice; 

• Integrating risk management into the strategic planning process; 
• Informing policy and operational decisions by identifying risks and their likely impact. 
 
 
The Benefits expected are: 
 

• Improved decision-making, planning and prioritisation through structured understanding 
of business activity and the associated threats/opportunities; 

• Delivering best value by the appropriate allocation of funding and resources; 

• Minimising loss, damage or injury; 
• Safeguarding employees, the public and others affected by operations; 

• Developing and supporting people and the organisation’s knowledge base; 
• Protecting the professional image and reputation of Sussex Police. 
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5. Risk Management Framework 

 
The Sussex Police risk management processes are broadly aligned to ALARM (Association of 
Local Authority Risk Managers) / IRM (Institute of Risk Management) standards.  

 
The following high-level diagram identifies the Risk Management process: 

 
 
 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
  

 
A management structure and process, supported by appropriate technology, is in place to 
enable: 

 
• Identification of internal and external organisational risks 

• Formal initial and periodic evaluation of organisational risks, using a standard 
corporate methodology. 

• Development of appropriate control strategies and on-going monitoring of progress 
and impact. 

• Force-wide understanding of organisational risk and individual responsibilities in 

relation to it. 
  
 
Identify the Risks 
 
As stated above, organisational risk management is about identifying threats to the 
achievement of the Force organisational objectives. It is the responsibility of all staff 
members to identify risks, although it is generally more likely to arise from a senior officer 

or member of a management team.  
 

Risks to business objectives, generally threats to service delivery, the force’s reputation or 
those with a financial implication or recommendations from regulatory bodies to enhance 
results should be identified on an ongoing basis. These risks should be included on the 

Force risk management system, which facilitates the proactive management of such risks. 
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It is the policy of the Force to identify and evaluate proactively these organisational risks 

and to determine and implement an appropriate response in an informed and controlled 
manner. In doing so the following principles will be adopted: 
  

• Evaluation of organisational risks will use a consistent, corporate methodology 
• The response will be proportionate, that is the cost and likely effectiveness of 

potential control measures will be weighed against the probability of the risk event 
occurring and the likely scale of impact. 

• In some cases no control action will be appropriate and the risk will simply be 

tolerated, subject to on-going monitoring and periodic re-evaluation of probability 
and impact. 

 
Responsible and informed risk-taking, in the interests of achieving the strategic objectives 

of the Force, will be supported, subject to appropriate action to mitigate risks where 
possible. 
  

There are two types of organisational risk that the Force manages: 
 

• Strategic Risks: Strategic risks are those risks which affect the whole organisation and 
impact on delivery of our overall objectives. These risks should be owned by Chief 
Officers/Divisional Commanders/ Department Heads.   

 
• Divisional/Departmental Risks are those that affect the division/department to 

which they belong.  
 
 

Analysing and Evaluating the Risk 
 

The process covers: the identification, measurement and recording of organisational risk 
for the Force; the definition and monitoring of control measures to reduce or negate the 
risk (or the decision to tolerate it if no control measures are appropriate), and the on-going 

appraisal of the impact of control measures on the scale of the risk. 
 

Chief Officers, Divisional Commanders and department heads will consider potential risks 
and decide whether an actual risk is posed and what evidence exists to corroborate the 
risk. There is a specific requirement to identify the "cause" and "effect" of each risk 

identified. 

  
An evaluation should be carried out for each risk identified as this helps to provide a score 
to assist with subsequent prioritisation of resources and monitoring.  
 
Standard definitions have been identified for the assessment of the likelihood of the risk 
and the probable impact risks may have.  These definitions are set out in the table below 

showing the score for each level.  These definitions help the organisation to score the risks 
and allow prioritisation of risk based on the risk rating. Prioritising the highest risks 

establishes which risks have primary management focus. 
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IMPACT Very High (4) High (3) Medium (2) Low (1)
Disaster

(4)

Major
(3)

Noticeable
(2)

Minimal
(1)

LIKELIHOOD

Disaster 4 � Significant Service Failure 
� Significant impact on perceptions
   or confidence of multiple or priority
   groups, or on Force reputation as 
   defined by our values
� Fatality
� Major Financial Crisis (in excess of
  £5 million) 

Very High 4 � More than 90% chance that this will happen

Major 3 � Significant Service Disruption 
� Visible impact on perceptions or 
  confidence of multiple or priority groups,
  or on Force reputation as defined by our 
   values 
� Serious injury
� Additional or unplanned large financial 
   cost (£1 Million to £5 million).

High 3 � More than 50% chance that this will happen

Noticeable 2 � Some Service Disruption
� Visible impact on perceptions or  
   confidence of specific geographic or 
   demographic group
� Additional or unplanned financial cost
   (£100,000 -  £1 Million)

Medium 2 � More than 10 % chance that this will happen 

Minimal 1 � Minor Service Delivery Disruption
� Minimal impact on public, staff or Force
  reputation
� Low Financial Cost (up to £100,000) 
  and manageable within existing budgets.

Low 1 � Less than 10% chance that this will happen 

DEFINITION of IMPACT DEFINITION of LIKELIHOOD

 
 
 
 
 

Based on the overall risk rating, the following matrix identifies the classification of Risks 
into Red, Amber and Green: 

 
 
 
 

 

 
 
 

 
 

 
 
 

 
 

Risk classification 
 
Red risks (Low level of tolerance) /score 8-16: Immediate action is required  
 
Amber risks (Medium level of tolerance) /score 4-6: Consider action and possibly 
contingency plans. Review current controls 

 
Green risks (High level of tolerance)/score 1-3: Take more limited action, but hold 
periodic reviews. 
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Risk ownership 

 
Owners for each risk will be identified and recorded on the risk management system and 
will be responsible for managing the risk. 

 
 

Manage the Risks 
 

Management of risk is the process of selecting and implementing controls to stop or reduce 

the likelihood and/or impact of the risk.  
 

• Can the event be stopped? 
• Can the likelihood or probability be reduced? 

• Can the impact of the event to the organisation be reduced? 
• Can the consequences be changed? 
• Can future action be considered and planned 

 
The response to a risk is where the risk is accepted or addressed and may use one or a 

combination of the following: 
 

• Terminate the risk: Cease the activity causing or contributing to the risk if it is too 

great for the organisation to bear or if ways to reduce it are impractical or overly 
expensive.  

 
• Treat the risk: Devise a control strategy of measures to reduce the probability of the 

risk occurring or the severity of the impact if it does.  

 
• Transfer the risk: Move the risk to another party by sharing or contracting out all or 

part of the risk. (Insurance is a method of transferring the financial effects of a risk 
to another party that is the insurer).  
 

• Tolerate the risk: In some circumstances, it may be appropriate to simply tolerate 
the risk.  

 
• Monitor the risk: it is considered appropriate that the risk should remain 'live,' and 

be regularly monitored, without taking further action as it is considered that there 

are sufficient control measures in place.  
 

Controls should be assessed that aim to modify the risk, this includes any process, policy, 
device, practice or other action.  Risk control measures can therefore be implemented to 
reduce the probability of the risk and/or produce a more desirable outcome. 

 
The Force risk management system allows controls already in existence and also planned 

additional controls to be recorded (with clear accountabilities and time-scales for 
completion)  
 

Monitor and Review 

Deputy Chief Constable (DCC): The DCC as Chair of the Organisational Reassurance 
Board (ORB) retains the responsibility on behalf of the Chief Constable for ensuring that 

robust risk management practices are adhered to. 

Chief Officers are responsible for the identification and management of all risks that are 
relevant to their portfolio which may affect the delivery of the portfolio’s objectives.  Chief 
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Officers will ensure that these risks are reviewed on a regular basis at their 

portfolio/strategic board meeting, together with the Force top strategic risks. 

Divisional Commanders and Departmental Heads are responsible for the identification 
and management of risk in their areas of control and for ensuring that identified risks are 

recorded using the Force risk management system. They must identify and review their 
risks and recommendations on a monthly basis, at Command Team Meetings and ensure 
identification of risks that should be escalated to portfolio/strategic board meetings 

Risk Coordinators are responsible for reviewing the strategic and divisional/departmental 

risks for their area with their command teams or risk owners. This review process will also 
identify any risks which may need to be escalated to one of the portfolio/strategic boards. 

 
The Force Risk Manager provides the Head of Profession function for Risk Management 
within Sussex Police.  The Force Risk Manager will: 

 
• Take forward the Risk Management Strategy and lead, advise and report on risk 

management.   
• Own and manage the ongoing development of the risk management system. 
• Meet regularly with the Force Insurance Manager to ensure that any change to our 

insurance landscape is understood and reflected in our risk management processes. 
• Work closely with nominated risk coordinators. 

• Create reports for the strategic boards detailing the top strategic risks for scrutiny. 
• Create a regular report to the SPCC for scrutiny, highlighting all top strategic risks 

which are red, new or archived, plus any other risks identified for scrutiny by the Office 

of the SPCC.   
• Create a quarterly report for the Joint Audit Committee, detailing top strategic risks, 

enabling their role in providing assurance that the risk management arrangements that 
are in place are adequate to effectively manage organisational risk and to 

monitor progress in addressing risk related issues reported to the committee  
 
Consult and Communicate 

 
Regular consultation and communication needs to take place between risk owners, the 

Force Risk Manager and risk coordinators. This will ensure that emerging risks are 
identified, risk controls are implemented and risks which have been mitigated can be 
archived. The SPCC risk co-ordinator will liaise regularly with the Force Risk Manager to 

ensure that both registers are properly maintained and that interdependencies between the 
two organisations (SPCC and Sussex Police) are effectively managed. 

 

6.  Recommendations 

 

All recommendations that have been identified by external bodies such as the Independent 
Police Complaints Commission (IPCC), Home Office, Her Majesty's Inspectorate of 
Constabulary (HMIC), internal audits etc. will be logged on the system.  This will ensure 

that Sussex Police tracks the progress and completion of actions to put in place the 
required controls/recommendations that have been identified. 

 

7. SPCC Risks 

 

The identification and management of SPCC risks will be dealt separately within the Office 
of the Sussex Police and Crime Commissioner (OSPCC) and will be managed by the Senior 
Governance Manager. Full details can be found in the OSPCC Risk Management Strategy. 
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8. Internal and External Audit 

 
The risk management process is subject to both internal and external audit.  Audit activity 

is coordinated to avoid duplication and is reported to the Joint Audit Committee.  
 

 


