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        Agenda Item No. 15 

 
To:  Joint Audit Committee 

 
Date:  6 July 2016 
 

By:  Chief Internal Auditor 
 

Title:  Internal Audit – Annual Report 2015-16 
 

 
Purpose of Report: The purpose of this report is to give an opinion on 

the adequacy of Sussex Police/Office of Sussex Police & Crime 
Commissioner’s control environment as a contribution to the proper, 

economic, efficient and effective use of resources.  The report covers the 
audit work completed in the year from 1 April 2015 to 31 March 2016 in 
accordance with the Internal Audit Strategy for 2015/16. 

 

 
Recommendations  

 
Members of the Committee are asked to: 

 
Note the Chief Internal Auditor’s opinion on the control environment 
and gain assurance from Officers that key issues raised are being 

addressed. 
 

 

 
1. Introduction 
 

1.1 The 2015-16 audit plan, agreed by the Joint Audit Committee in 
March 2015, contained a series of targets in terms of audit work to 

be completed during the year.  This report sets out a summary of 
the audit work carried out during 2015-16.  

 

1.2 A summary of the agreed planned audit coverage for 2015-16 is 
shown below. 

 
Audit Type Days 

2015/16 

  
Core Systems 67 

PCC Audit Reviews  25 

CC Audit Reviews 68 

Computer Audit Reviews 20 

Establishment Visits 20 

Discretionary Project Work 30 

Other Work & Client 
Management 

32 

Total 262 
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2. Audit Opinion 

 
2.1 Internal Audit is an assurance function whose primary purpose is to 

provide an independent and objective opinion to the organisation on 
the control environment comprising risk management, control and 
governance.   

 
 The annual audit plan is prepared to take into account key areas of 

risk and was approved by the Joint Audit Committee. 
 
 The level of assurance provided by Internal Audit is based upon: 

 
• All audit reviews undertaken during 2015-16. 

• Follow up of actions against audit recommendations made in 
2014-15. 

• Management responses to findings and recommendations 

• Effects of significant changes to the financial systems 
• The extent of resources available to deliver the audit plan. 

 
  All audit reports include an assurance rating on the basis of the 

definitions shown in Appendix A.  Individual assurance ratings help 
determine the overall audit opinion.   

 

2.2 All work was carried out in accordance within defined quality 
procedures that were compliant with the UK Public Sector Internal 

Audit Standards. 
 
2.3 Audit work has been undertaken to obtain all information and 

explanations considered necessary to provide sufficient assurance 
that the control environment is both reasonable and effective.  

Whilst no assurance can ever be absolute, on the basis of audit 
work completed, it is our opinion that Sussex Police/PCC has a 
satisfactory framework of control that provides a reasonable 

assurance regarding the economic, efficient and effective use of 
resources in achievement of its objectives.   

 
3. 2015-16 Report 
 

3.1 Compliance work for the 2015-16 core financial systems (67 days 
planned) has been undertaken throughout the year.  Internal audit 

has liaised closely with external audit to ensure that audit work is 
not duplicated.  The approach to carrying out assurance work on 
the core financial systems is designed to meet external 

requirements relating to the documentation of key controls to 
ensure compliance with International Standards on Auditing.  
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3.2 The core systems for Sussex Police were considered to be:  

 
System Days Status/Opinion 

   
Payroll* 15 Satisfactory 

Accounts Payable 6 Satisfactory 
Accounts Receivable* 10 Satisfactory 
Capital Asset Management 5 Substantial 
Procurement/Corporate Credit Cards 5 Substantial 
Main Accounting System 13 Satisfactory 
Capital Accounting/Payments 3 Substantial 
Treasury Management 2 Substantial 
Pensions 6 Satisfactory 
SAP Access Control & User Account 

Management 

2 Satisfactory 

* indicates systems review in addition to compliance testing 

 
 

 Annual compliance testing undertaken on core financial systems 
found that the majority of key controls were operating effectively.  

A number of weaknesses were identified in respect of the various 
systems and corrective action was recommended. These include: 

 
Payroll 
A satisfactory assurance opinion was given although compliance 

testing found that a small number of starters files did not contain all 
key documentation, and there were a small number of un-cleared 

items in the payroll suspense account.  
  
Accounts Payable 

Generally there was a very good level of compliance within the 
system, with only a small number of recommendations. These 

related to reviewing the requisition guidance to ensure consistency, 
and to review the process by which retrospective orders are made. 
 

Capital Asset Management 
The review found that there was a very good level of control and 

compliance within the system. Only one low recommendation was 
made relating to reviewing the authorisation mechanism for the 
disposal of property to ensure that it is fully compliant with 

standing orders. 
 

Main Accounting System 
Audit testing found that in many areas particularly around banking, 
there was substantial assurance that the control environment was 

working effectively. Recommendations have been made in respect 
of having clear written procedures, and some improvements to the 

reconciliation of control accounts. 
 

Pensions Administration 

A satisfactory assurance opinion was given as compliance testing 
found that there was generally a good level of control within the 

system. However, testing found that there was a significant number 
of staff that had left Sussex Police but this information was not yet 
reflected in the pension system administered by CAPITA. This 



4 
 

resulted in one high priority recommendation being made and a 

number of medium recommendations.  
 

 
SAP Access Control & User Account Management 
A review of active SAP user accounts revealed that accounts are 

being administered correctly and in accordance with the best 
practice. A number of minor errors were identified and these have 

been rectified. 
 

  All other completed work has been previously reported to this 

committee. 
 

3.4 PCC Audit Reviews 
 

Planned work completed (20 days) for 2014-15 is detailed below: 

  
System Days Status/Opinion 

   
Police & Crime Plan 10 Satisfactory 

PCC Partnerships & Grant 

Administration 

10 Substantial 

PCC Office Financial Administration 5 Satisfactory 

 
PCC Partnerships & Grant Administration 

The arrangements in place for the administration and monitoring of 
PCC grants were found to be of a high standard. Two low priority 

recommendations were made; one in relation to the actual spend 
position at month 9 and the requirement to show all committed 
expenditure by year end, and another related to improving the 

audit trail for grants made.  
 

 
3.5 CC Audit Reviews 
 

Planned work completed (60 days) for 2014-15 is detailed below: 
  

System Days Status/Opinion 

   
Interpreter & Medical Examiner Fees 10 Satisfactory 

Firearms Licensing - Collaboration 10 Substantial 
Estates Management 15 Satisfactory 
Anti-fraud & Corruption 3 Satisfactory 

Safer Sussex Roads Partnership 10 Satisfactory 

Fleet Management – Collaboration 10 Satisfactory 

Procurement - Collaboration 10 Satisfactory 

 
 Firearms Licensing - Collaboration  

The review found that there was a strong system of internal control, 
with assessment, vetting and monitoring systems all well 

developed.  
 
Her Majesty's Inspectorate of Constabulary (HMIC) carried out an 

inspection of firearms licensing at the invitation of the then 
Association of Chief Police Officers' Firearms and Explosives 
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Licensing Working Group.  This was a comparative exercise across 

eleven forces, including both Sussex and Surrey.  
 

A number of recommendations were made by the HMIC and these 
have been incorporated into the report. 

 

 All other completed work has previously been reported to this 
committee. 

  
 
3.6 Computer Audit Reviews 

 
 The status of work planned for 2015-16 is detailed below: 

 
System Days Status/Opinion 

   

Contract Management 10 Satisfactory 
BT Contracts 10 Satisfactory 

 

Contract Management  
 An audit review was carried out to assess the arrangements for 

letting contracts against legislation and best practice.  The review 
found that appropriate procedures and documentation were in place 

giving guidance for any Force procurement.  Testing found that the 
projects sampled were clearly linked to delivery of the Force’s 
objectives and that arrangements were properly tendered for 

approved at relevant stages.  Performance monitoring 
arrangements for measuring outcomes were in place where 

applicable.  The review recommended that a critical contracts 
register be put in place to allow robust continuity plans in the event 
of supplier failure.  

 
BT Contracts  

Following ongoing reviews by the Force into the arrangements 
around the BT contracts, Internal Audit were asked to review this 
area to supplement rather than duplicate existing work.  The review 

looked at how the contract was let rather than subsequent 
performance.  The review noted that Sussex Police were unique in 

that they were a later adopter of the joint procurement service and 
so were not as actively involved as other parties.  The review 
confirmed that the tendering process was taken properly in 

compliance with legal and regularity provisions but did note that 
there was evidence that the  WAN and LAN estate had not been 

fully documented at the time a contract price was agreed. 
 

3.7 Establishment Visits 

  
Two thematic visits to stations have been undertaken. These 

related to money handling arrangements and asset management. 
The results of these have been reported previously and both 
received a satisfactory opinion. 

 
 

3.8 Project Work 
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 Review work is undertaken at the request of the Chief Finance 

Officer (PCC) and the Director of Finance (CC). The programme for 
2015/16 comprises the following work: 

 
 

Review Days Status/Opinion 

   
Fees & Charges  10 Deferred to 2016/17 plan 

Section 22A/23 Arrangements – Pre-

Implementation 

5 Complete 

Ethical Governance 15 Substantial 

Information Governance - Policy Review 

(consultancy) 

5-10 N/a 

  

4. Follow Up of Previous Audit Recommendations 
 

  Analysis on the status of recommendations arising from the 
2014/15 plan are shown in Appendix B (table 1), and 
recommendations made during 2015/16 (table 2) 

 
2014/2015  

 
Of the recommendations made on audit reviews and the annual 
core financial systems compliance testing, carried out as part of the 

2014/15 audit plan, 53 out of 56 recommendations have been 
satisfactorily implemented, with 3 recommendations relating to IS 

Business Continuity still outstanding. Current implementation rate is 
95%. 
 

An update has been received for the IT Business Continuity review. 
IT department has stated that progress continues to be made in 

implementing the 3 outstanding recommendations. The IT 
infrastructure continues to be refreshed and will complete by 
September 2016.  Priority 2 systems have now been identified and 

added to the Business Continuity Plan; however these will not be 
verified until December 2016. The IT Services Business Recovery 

Plan exercise continues to be planned and a meeting to discuss how 
this can be achieved is scheduled for July 2016.  

   

2015/2016 
 

Work is currently in progress to follow-up 2015/2016 
recommendations. There is one outstanding high priority 
recommendation relating to Pensions (see Appendix C). 

 
5. Collaboration Reports 

 
 Surrey Police internal auditors (RSM) are scheduled to undertake a 

number of audits that relate to areas of collaboration, the outcome 

of which may impact on Sussex Police forces. A list of these is 
detailed below, together with an anticipated date of report issue. 
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Review Report Date Status/Opinion 

   

Risk Management March 2016 

June 2016 

Draft Report 

Governance December 2015 

March 2016 

Amber/Green (Satisfactory) 

Legal / Insurance December 2015 

Feb 2016 

No Opinion 

 

Legal/Insurance 
 The audit reviewed arrangements for dealing with civil claims within 

Surrey, but was mindful that a joint Surrey-Sussex Civil Claims 
team was being considered. The review was advisory in nature and 
as such no formal opinion was provided. However, RSM identified a 

number of areas where the design of processes needed to be 
significantly strengthened to improve communication and the 

handling of claims. A detailed action plan has been produced to 
address 2 high and 8 medium recommendations. 

 

Governance of Collaboration 
 An audit of Governance arrangements was undertaken including 

those with Sussex Police, regional and blue-light. The review found 
that reasonable assurance could be given although a number of 
issues were identified that were necessary to ensure an effective 

control framework. Three medium and two low recommendations 
were made relating to; policies, procedures and guidance notes 

being in place for proposing, approving, delivering and monitoring 
collaboration arrangements, and need for greater clarity around 
roles and responsibilities.  

 
 

 
Contact details:  

Gavin Jones    
Chief Internal Auditor   
0330-2223348  

gavin.jones @westsussex.gov.uk  
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Appendix A 

Standard Definitions – Audit Opinions 

Substantial 
Assurance: 

There is a sound system of control designed to achieve 
the objectives. Compliance with the control process is 

considered to be of a high standard and few or no 
material errors or weaknesses were found. 

Satisfactory 
Assurance: 

While there is a basically sound system, there are 
weaknesses, which put some of the system objectives 
at risk, and/or there is evidence that the level of non-

compliance with some of the controls may put some of 
the system objectives at risk. 

Limited 
Assurance: 

Weaknesses in the system of controls are such as to 
put the system objectives at risk, and/or the level of 

non-compliance puts the system objectives at risk. 
 

No 
Assurance: 

Control is generally weak, leaving the system open to 
significant error or abuse, and/or significant non-

compliance with basic controls leaves the system open 
to error or abuse. 
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Appendix B 
Analysis of Follow-up of Internal Audit Recommendations 

 

Audit Assurance 

Opinion 

Actioned 

Recommendations 

Outstanding 

Recommendations 

 
Percentage  

Total H M L H M L R 
 

Table 1  
2014 / 2015 Audit  Total H M L H M L R  

Payroll Satisfactory 2  2      100% 

Accounts Payable Satisfactory 2   2     100% 

Accounts Receivable Satisfactory 4  3 1     100% 

Capital Asset Management Substantial 0        n/a 

Budgetary Control Substantial 1   1     100% 

Procurement Cards Substantial 1   1     100% 

Main Accounting Systems Satisfactory 3  2 1     100% 

Capital Accounting Substantial 0        n/a 

Treasury Management Substantial 0        n/a 

Pensions Satisfactory 6   6     100% 

SAP Security Satisfactory 3  1 2     100% 

Decision Making Substantial 2   2     100% 

PCC Partnership & Grants Satisfactory 6  4 2     100% 

Phase 2 Transition Substantial 0        n/a 

Overtime Substantial 0        n/a 

Recruitment & Pre-Employment Satisfactory 2  2      100% 

Gross Payments to individuals Satisfactory 2  2      100% 

Risk Management Satisfactory 4  4      100% 

Collaborative Working Satisfactory 5  2 3     100% 

Information Governance Limited 5 1 4      100% 

IS Business Continuity Satisfactory 6  2 1  2 1  50% 

Allowances Satisfactory 2  2      100% 

 
Total 2013/14 

  

56 

 

1 

 

30 

 

22 

 

0 

 

2 

 

1 

  

95% 
 

Table 2 
2015 / 2016 Audit  Total H M L H M L R  

OSPCC - Financial Administration Satisfactory 4  3 1     100% 

Interpreter & Medical Fees Satisfactory 7  4 2    1 100% 

Ethical Governance Substantial 0        n/a 

Estates Management Satisfactory 3     3    

Anti-Fraud & Corruption Satisfactory 1       1 100% 

Sussex Safer Roads Satisfactory 5  2 1  2    

Fleet Management Satisfactory 7  6 1     100% 
Money Handling Arrangements Satisfactory 4  1   2 1   

Asset Management Satisfactory 9     6 3   

Police & Crime Plan Satisfactory 5     2 3   

PCC Partnerships & Grant Admin Satisfactory 2      2   

Procurement Satisfactory 5 1 3 1     100% 

Firearms Licensing Substantial 3   1   2   

Payroll Satisfactory 3     2  1  

Accounts Payable Satisfactory 5     5    

Accounts Receivable Satisfactory 2  2      100% 

Capital Asset Management Substantial 1      1   

Procurement Cards Substantial 6  4   1 1   

Main Accounting Satisfactory 3  1   2    

Capital Accounting/Payments Substantial 0        n/a 

Treasury Management Substantial 0        n/a 

Pensions Satisfactory 7    1 1 5   

SAP Access Satisfactory 3  2 1     100% 

Contract Management Satisfactory 2     2    

BT Contracts Satisfactory 1 1       100% 

 
Total 2015/16 

  

88 

 

2 

 

28 

 

8 

 

1 

 

28 

 

18 

 

3 
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G 100% Actioned   A More than 70% Actioned  R Less than 70% Actioned 

 

H – High Priority   M - Medium Priority   L – Low Priority   R – Rejected/Redundant/Replaced 



Appendix C  New or Outstanding High Priority Internal Audit Recommendations  
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Pensions Administration – audit report issued May 2016  New! 
Ref Recommendation Action Proposed Target 

date 

Responsible Officer/Action Taken 

1 Leavers-Employees who have left the 

Sussex Police have not had their record 

updated on Hartlink 

Records of employees who leave Sussex Police 

must be notified to Pension Administration and 

processed promptly on Hartlink 

Quarterly reconciliations are to be 

carried out with employers to ensure 

timely submission of leaver forms. An 

Employer Procedure Manual and 

training are being provided to 

employers in June 2016 to explain 

the importance of completing forms 

correctly and on time, and the impact 

of non-compliance. 

June 

2016 

Pensions Operational Delivery 

Manager (Capita) 

 

New Recommendation. 

 
Cleared High Priority Internal Audit Recommendations 
 
Procurement – audit report issued February 2016  
Ref Recommendation Action Proposed Target 

date 

Responsible Officer/Action Taken 

2 Outstanding Surrey Audit 

Recommendations 

The outstanding recommendations from the 

Baker Tilly audit review issued in March 2015 

are implemented. 

 

Outstanding actions – 1 high refers to 

Strategy documentation, 2 Medium 

refers to Performance monitoring and 

implementation of a risk register. 

 

New Head of Procurement to review 

and address by the new deadline May 

2016 as original date of January 2016 

is not realistic as this appointment 

has only recently been filled. 

May 2016 ACTIONED – Not Verified 

Head of Procurement, Surrey 

Police 

 

The Head of Procurement has signed 

off the recommendation as actioned, 

but we are awaiting supporting 

evidence to confirm. 

 
BT Contract – audit report issued April 2016  
Ref Recommendation Action Proposed Target 

date 

Responsible Officer/Action Taken 

3 Revisiting FBC Cost/Benefits Analysis 

Any difference in requirement to what was 

priced at the time of entering into contract 

should be identified and the full impact on the 

business case be revisited. 

Management have confirmed that 

they have now carried out a review 

that meets the recommendation 

requirements. 

 

April 

2016 

ACTIONED 

Process Services Manager 
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