
 
 

        Agenda Item No: 14 
 

To:  Joint Audit Committee 
 
Date:  22 September 2016 

 
By:  Chief Internal Auditor 

 
Title:  Internal Audit Update Report 2016-17  
 

 

Purpose of Report: The purpose of this report is to give an opinion on 
the adequacy of Sussex Police/Office of Sussex Police & Crime 

Commissioner’s control environment as a contribution to the proper, 
economic, efficient and effective use of resources.  The report covers the 
audit work completed from 1 April 2016 to 31 August 2016 in accordance 

with the Internal Audit Strategy for 2016/17. 
 

 

Recommendations  
 
Members of the Committee are asked to: 

 
Note the Chief Internal Auditor’s findings to date and gain assurance 

from Officers that key issues raised are being addressed. 
 

 

1. Introduction 
 
1.1 The 2016/17 audit plan, agreed by the Joint Audit Committee in 

March 2016, contained a series of targets in terms of audit work to 
be completed during the year.  This report sets out a summary of 

the audit work carried out to date as part of the audit plan.  
 
1.2 A summary of the agreed planned audit coverage for 2016/17 is 

shown below. 
 

Audit Type Days 

2016/17 

  
Core Systems 58 

PCC Audit Reviews  25 

CC Audit Reviews 40 

CC Collaborative Arrangements 
& Partnerships 

40 

Computer Audit Reviews 30 

Establishment Visits 10 

Discretionary Project Work 10 

Other Work & Client 
Management 

32 

Total 245 

 
  



 
 

2016-17 Progress 
 

2.1  Core Systems  
 
 The majority of compliance work on core financial systems (58 days 

planned) is scheduled for the final quarter to ensure transactions 
and processes tested covers the majority of the financial year.   

 
  The core systems for Sussex Police are considered to be: 
 

System Days Status/Opinion 

   
Payroll 7 3rd & 4th quarter 

Accounts Payable 6 4th quarter 
Accounts Receivable 6 3rd quarter 
Capital Asset Management 5 3rd quarter 
Procurement/Corporate Credit Cards 5 4th quarter 
Main Accounting System 15 3rd & 4th quarter 
Capital Accounting/Payments 3 3rd quarter 
Treasury Management 2 3rd quarter 
Pensions 6 4th quarter 
SAP Access Control & User Account 

Management 

3 4th quarter 

 
 

2.2  PCC Audit Reviews 
 

The current status of the work planned (25 days) for 2016/17 is 

detailed below: 
  

System Days Status/Opinion 

   
Governance 10 3rd quarter 

Independent visitors (custody suites) 10 Satisfactory 

Information governance – policy 

review (consultancy support) 

5 Complete 

 

 A summary of finalised findings is shown below. 
 
 Independent visitors (custody suites) 

 
 Section 51 of the Police Reform Act 2002 (as amended) requires 

Police and Crime Commissioners to make arrangements for 
detainees to be visited by Independent Custody Visitors (ICV). The 
ICVs make unannounced visits to custody suites to check on the 

treatment and wellbeing of detainees as well as the conditions they 
are held in. ICVs speak to detainees, asking them about their 

experiences and check that they have been given their legal rights 
and entitlements. Visits can be made at any time of the day and 

rotas are produced by local co-ordinators. 
 

The audit review confirmed satisfactory assurance on the processes 

and procedures in place.  These included; budgetary control, 
recruitment process, training, and reporting mechanisms. 

 



 
 

However; there was one minor weakness identified relating to the 
absence of a consistent approach for custody inspectors to report 

inappropriate behaviour by the ICV's. Custody Inspectors were 
asked to complete a brief questionnaire and this confirmed that 
each had a different route of reporting. A consistent approach has 

now been introduced and Custody Inspectors informed. 
 

 

Information Governance – Policy Review 
 

The OSPCC identified a need to review and consolidate its policies 
relating to information security. Internal Audit have provided 
assistance and a draft policy has now been produced setting out 

the roles and responsibilities of staff within the PCC office where 
they related to information security. 

 
 
2.3 CC Audit Reviews 

  
The current status of the work planned (40 days) for 2016-17 is 

detailed below: 
  

System Days Status/Opinion 

   
Fees & charges 15 Satisfactory 

Agency staffing 10 Work in progress 
Risk management 15 3rd quarter 

 

 A summary of findings for completed audits not previously reported 
to this committee are shown below. 

 

Fees & Charges 

 
 The audit concluded that there was a satisfactory level of internal 

control in place. The majority of fees and charges are set nationally 
by the Home Office. The Association of Chief Police Officers (ACPO) 
and the National Police Chief's Council (NPCC) have also issued 

guidance on charging for Police Services and these were being 
followed. 
  
However some weaknesses in the control environment were 
identified and are highlighted below: 

 
• Sussex Police did not increase fees and charges for some areas 

in 2015-16 in line with the Home Office national rates, with the 
latest fees and charges published on the Sussex Police website 
being those quoted for 2014-15. However, a number of 

departments were aware of the correct charges and these 
were being applied correctly. 

 
• Arrangements are being made to ensure all departments that 

can charge income are identified and appropriate 

communication processes are put in place to inform them of 
updates and changes.  

 



 
 

 
 

 
2.4 CC Collaboration Arrangements & Partnerships 
 

 The status of work planned for 2016/17 is detailed below: 
 

System Days Status/Opinion 

   
Purchasing arrangements 15 Work in progress 
Operations 15 Work in progress 

Finance, HR IT collaboration (consultancy 
support) 
 

10 Work in progress 

 

 
2.5 Computer Audit Reviews 
 

 The status of work planned for 2016/17 is detailed below: 
 

System Days Status/Opinion 

   
NICHE application 15 Satisfactory 
IT audit discretionary contingency 

 
15 To be determined 

Public Services Network  compliance 

(to be carried out by Surrey 

Police/PCC internal auditors) 

0 Not started 

(see Collaboration reports - 

section 4) 
 

NICHE Application 

 
The NICHE application software is used to manage Intelligence, 
Crime Recording and Investigation, Custody (including image 

management), Case File Preparation (including warrants 
management) and Non Crime management. 

  

The audit concluded that there was a satisfactory level of internal 
control, including;  

• Comprehensive training package in place supported by 
additional reference materials and user guides.  

• There are adequate logical access controls in place to restrict 

unauthorised use of the system.  
• There are appropriate maintenance and support arrangements 

with the software provider. 
• Appropriate Back Up and Recovery procedures are in place. 

 

However, the review found that there was no formal ownership of 
the system and this had not been clearly defined, at present the 

majority of business decisions are made by the business 
development team. The review recommended that the application 

should have a documented system owner who is responsible for the 
data that is processed through the system. This includes the 
responsibility to ensure that appropriate controls for system 

management and system development are in place. 
 

 
 



 
 

2.6 Establishment Visits 
  

 One thematic review is to be undertaken on the specific service 
areas that fall under the Operations Department with Sussex Police. 
This will consider the financial management controls and 

administrative arrangements within the department. 
 

A separate audit of the collaborative arrangements of Operations 
activity between Surrey and Sussex is also being undertaken. The 
outcome of both audits will be reported together. 

 
 

2.7 Project Work 
 
 Review work is undertaken at the request of the Chief Finance 

Officer (PCC) and the Director of Finance (CC). The programme for 
2016/17 comprises the following work: 

 
Review Days Status/Opinion 

   
JAC review discretionary contingency 10 To be determined 

 

 This is a contingency item to allow for discretionary projects to be 
identified and undertaken during 2016/17. 

  
 
3. Follow Up of Previous Audit Recommendations 

 
2014/2015  

 
Of the recommendations made on audit reviews and the annual 

core financial systems compliance testing, carried out as part of the 
2014/15 audit plan, 53 out of 56 recommendations have been 
satisfactorily implemented, with 3 recommendations relating to IS 

Business Continuity still outstanding. Current implementation rate is 
95%. 

 
An update has been received for the IT Business Continuity review. 
IT department has stated that progress continues to be made in 

implementing the 3 outstanding recommendations. The IT 
infrastructure continues to be refreshed and will complete by 

September 2016.  Priority 2 systems have now been identified and 
added to the Business Continuity Plan; however these will not be 
verified until December 2016. The IT Services Business Recovery 

Plan exercise continues to be planned and a revised date of late 
2016 has been proposed, however resources are currently deployed 

on essential Public Service Network projects and cannot be diverted 
onto disaster recovery without adversely affecting those projects. 

   

2015/2016 
 

Analysis on the status of recommendations arising from the 
2015/16 plan are shown in Appendix B (table 1), and 
recommendations made during 2016/17 (table 2)  

 



 
 

Of the 88 recommendations made on audit reviews and the annual 
core financial systems compliance testing, carried out as part of the 

2015/16 audit plan, a significant number (65%) of the 
recommendations made have been implemented and work is in 
progress to address the outstanding items. The 3 high 

recommendations made have all been actioned. 
 

  
4. Collaboration Reports 
 

 Surrey Police internal auditors (Baker Tilley) are scheduled to 
undertake a number of audits that relate to areas of collaboration, 

the outcome of which may impact on Sussex Police forces. A list of 
these is detailed below, together with an anticipated date of final 
report issue. 

 
Review Date Status/Opinion 

   
Vetting December  2016 Not Started 

IT – Public Service Network 

Compliance 

March 2017 Not Started 

 

 
 2015/16 Audits. 
 

 Surrey Police internal auditors have completed their review of Risk 
Management for Surrey PCC and Surrey Police Force. Whilst the 

report identified a number of issues that needed to be addressed, 
there were two key areas that will impact on Sussex. These are: 

 

• A recommendation to develop a joint risk registers with Sussex 
that will also include collaboration risks. This will assist in a 

consistent approach in managing such risks and avoids the 
need for duplication. 

  
• The Force has submitted a request to IT to develop a new risk 

register that will be jointly used with Sussex. However, to date 
this request has not been progressed due to the lack of 

resources and staffing issues within IT  
 
 

Gavin Jones    
Chief Internal Auditor   

0330-2223348  
gavin.jones @westsussex.gov.uk  



 
 

Appendix A 

Standard Definitions – Audit Opinions 

Substantial 
Assurance: 

There is a sound system of control designed to achieve 
the objectives. Compliance with the control process is 
considered to be of a high standard and few or no 

material errors or weaknesses were found. 

Satisfactory 
Assurance: 

While there is a basically sound system, there are 
weaknesses, which put some of the system objectives 

at risk, and/or there is evidence that the level of non-
compliance with some of the controls may put some of 
the system objectives at risk. 

Limited 
Assurance: 

Weaknesses in the system of controls are such as to 
put the system objectives at risk, and/or the level of 
non-compliance puts the system objectives at risk. 

 

No 
Assurance: 

Control is generally weak, leaving the system open to 
significant error or abuse, and/or significant non-
compliance with basic controls leaves the system open 
to error or abuse. 

 

 

 

 



 
 

Appendix B 
 

Analysis of Follow-up of Internal Audit Recommendations 
 

Audit Assurance 

Opinion 

Actioned 

Recommendations 

Outstanding 

Recommendations 

 
Percentage  

Total H M L H M L R 
 

Table 1 

 

2015 / 2016 Audit  Total H M L H M L R  

OSPCC - Financial Administration Satisfactory 4  3 1     100% 

Interpreter & Medical Fees Satisfactory 7  4 2    1 100% 

Ethical Governance Substantial 0        n/a 

Estates Management Satisfactory 3  2   1   67% 

Anti-Fraud & Corruption Satisfactory 1       1 100% 

Sussex Safer Roads Satisfactory 5  3 1  1   80% 

Fleet Management Satisfactory 7  6 1     100% 
Money Handling Arrangements Satisfactory 4  1   2 1   

Asset Management Satisfactory 9     6 3   

Police & Crime Plan Satisfactory 5   2  2 1   

PCC Partnerships & Grant Admin Satisfactory 2   2     100% 

Procurement Satisfactory 5 1 3 1     100% 

Firearms Licensing Substantial 3   1   2   

Payroll Satisfactory 3  1   1  1  

Accounts Payable Satisfactory 5     5    

Accounts Receivable Satisfactory 2  2      100% 

Capital Asset Management Substantial 1      1   

Procurement Cards Substantial 6  5    1   

Main Accounting Satisfactory 3  2   1    

Capital Accounting/Payments Substantial 0        n/a 

Treasury Management Substantial 0        n/a 

Pensions Satisfactory 7 1 1 5     100% 

SAP Access Satisfactory 3  2 1     100% 

Contract Management Satisfactory 2     2    

BT Contracts Satisfactory 1 1       100% 

 
Total 2015/16 

  

88 

 

3 

 

35 

 

17 

 

0 

 

21 

 

9 

 

3 

 

65% 

 

 

Table 2  
 

2016 / 2017 Audit  Total H M L H M L R  

Independent Visitors Satisfactory 2   2     100% 

Fees & Charges Satisfactory 2     2    

Information Governance Policy n/a 0        n/a 

NICHE Satisfactory 3      3   

           
 
Total 2016/17 

          

 
 

 

 

G 100% Actioned   A More than 70% Actioned  R Less than 70% Actioned 

 

H – High Priority   M - Medium Priority   L – Low Priority   R – Rejected/Redundant/Replaced 

 


