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To:  Joint Audit Committee 

 
Date:  21 March 2019 

 
By:  Deputy Chief Constable 
 

Title:  Counter Fraud Strategy – Action and Resources 
 

 

Purpose of Report: To provide an overview to the Committee of current 
policy and practice within Sussex Police to prevent and detect activity 
relating to fraud and corruption. 

 
 

 

Recommendations  
 

- That the Committee notes the Anti Fraud and Corruption policy and 

practice within Sussex Police to prevent and detect activity relating to 
fraud and corruption. 

 

 

 
1.0     Introduction 

 
1.1 Since May 2016 there has been in place a Joint Force Surrey and 

Sussex Police Anti-Fraud and Corruption policy, policy 612/2018. 

This policy defines corruption and fraud within the context of 

policing. It provides a framework for identifying and preventing 
corruption and details what actions should be taken by an individual 

where corruption and/or fraud is suspected or has been committed 

by colleagues. 
 

1.2 There remains no evidence or reason for notable concerns for 
Sussex Police with respect to fraud or corruption occurring but this 
report seeks to provide assurances to the Committee that the Force 

properly recognises the risk and has appropriate policy and 

procedures in place to prevent, detect and manage fraud and 

corruption.  
 

2.0    Background 

 
2.1 Responsibility for the Anti Fraud and Corruption policy and 

procedure rests with the Head of PSD who oversees the key units of 
the Anti Corruption Unit (ACU) and the Joint Force Vetting Unit. In 
addition, there are established working practices involving 

managers within Finance, Procurement and PSD that minimise the 
opportunities for fraud to occur. Robust financial controls are in 

place to ensure that authorisation of expenditure is set at 

appropriate levels with thresholds being clearly defined. Counter 
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fraud measures are in place to check the authorisation processes by 

way of internal audit scrutiny. 

 
2.2    The Force has responded to internal audit findings by ensuring that 

 fraud is captured as an organisational risk on the Force Risk 
Management System. The activities listed in this report are viewed 
as positive risk controls and are subject to regular review, alongside 

the fraud risk itself. This ensures that a dynamic assessment of risk 
is capable as the information or intelligence regarding the threat 

changes. The likelihood of fraud occurring has been assessed by the 

Force Risk Manager in consultation with the Head of PSD and 
Director of Finance as low. 

 

3.0    Current Actions and Measures 

 
3.1  The following measures have been identified to manage and 

mitigate the risk with regards to fraud. 

 
3.2 Our Joint Force Vetting Unit (JFVU) deliver vetting checks relating 

to both pre-recruitment and current staff in line with the Vetting 

Codes of Practice. These checks are designed to identify and 

deselect staff that could present a risk via financial or other 
vulnerability, including Abuse of Position issues.   

 

3.3 Over the past 12 months the vetting unit have processed 3471 
applications, including officers, police staff, contractors, volunteers 

and partner agency workers. They have been vetted in accordance 
with the National Vetting Codes of Practice. 91 new applicants were 
rejected during this vetting process. 

 
3.4 Sussex Police has achieved the 2016 HMICFRS recommendation 

that all members of the police workforce have received at least the 

lowest level of vetting clearance for their roles. 
 

Identification of Vulnerable Staff 

 

3.5 The Anti-Corruption Unit proactively identifies potentially vulnerable 
police employees using our ‘in house’ PVS (Potentially Vulnerable 
Subjects) scheme which collates data from a range of intelligence 

sources including identified misconduct, confidential reporting from 
staff, restricted incident logs, civil claims, HR Casework updates 

(including sickness and poor performance) and Joint Force Vetting 

Unit referrals. 
 

 

3.6 In cases where a high risk employee is identified, a subject profile 

is created and, where necessary, a referral will be made to the local 
Command Team in order that a control strategy be put in place to 

minimise the risk of corruption and reduce the impact on public 

trust and confidence. 
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3.7     In addition, the Head of ACU chairs quarterly meetings with the 

senior analyst to consider those officers and staff who have been 

subject to 4 or more complaints from the public within the last 12 
months. Those presenting a concern are then made subject of a 

referral to their Divisional Commander with a view to measures 
being taken locally to manage and monitor their behaviour. 

 

3.8 For this purpose, there are well established firm links between the 
Anti Corruption Unit and Divisional and Departmental Heads. 

 

Identifying and Managing Threats from Corruption 
 

 3.9 A joint Surrey and Sussex Strategic Threat Assessment is in place 

in which the main threats of corruption for both Forces are 

identified as: 
 

 (i)  Inappropriate Disclosure of Information, 

 (ii)  Computer Misuse, 
 (iii)  Inappropriate Associations, 

 (iv)  Abuse of Position for Sexual Gain.  

 

3.10 From this Strategic Assessment, each force has produced its own 
Control Strategy and its content determines the actions of the ACU. 

 

3.11 There has been regular collaboration between the ACUs of both 
Sussex and Surrey Police during recent years. This is a recognition 

that the ACUs of both forces are small in size and there is a need on 
occasions to pool resources rather than use non-PSD staff for 
operations such as arrests, execution of search warrants and 

surveillance.  
 

 3.12  There is good progress being made in terms of shared IT systems 

and the coming together of the respective confidential reporting 
systems.  

 

 3.13 Over the last year, the ACUs of both forces have worked closely 

with the IT Department to introduce new monitoring equipment to 
enhance both ACUs’ capability to proactively audit staff’s usage of 
computer systems thereby providing quality assurance audits to 

maintain the integrity of ongoing investigations and manage against 
the threat of corruption.  

 

 3.14  All new officers, PCSO’s, FCCD staff, and front line managers 
received training delivered from the Professional Standards 

Department to highlight the main areas of vulnerability to 

corruption faced by officers and staff. The standards of expected 

professional behaviour are also covered within the training 
sessions. 

 

Confidential Mechanisms for Reporting 
 

3.15 The Break the Silence (BTS) system has been in place for over 10 



Agenda Item No: 11 
 

years in Sussex Police and is a well respected means for staff to 

make confidential reports of their concerns. It is accessible via the 

front page of the Force intranet site and involves an easy to use, 
anonymous way for staff to make disclosures. The volume of its use 

compares very favourably with other forces and continues to rise 
each year. It has recently been re-developed so that BTS and 
Surrey ACU’s confidential reporting system, ‘Anonymous,’ now work 

on the same platform. Both systems now have an extra level of 
encryption protection in addition to its previous password 

protection. The new system also allows the user to attach 

documents to their post thereby increasing efficiency and allowing 
for speedier investigation where necessary. 

 

3.16 The PCC is regularly provided with management information 

regarding use of the system at each of the quarterly scrutiny 
meetings and there is further regular oversight of the systems by 

way of an annual internal inspection by the RIPA Compliance Team 

reporting to the Force Authorising Officer. Additionally, further 
external scrutiny is provided by an annual inspection by the 

Investigatory Powers Commissioner’s Office and also by the Home 

Office’s Integrity and Standards Board. 

 
Business Expenses/Credit Cards 

 

3.17 Processes are in place to effectively manage employee expenses. 
This involves staff of the Anti-Corruption Unit periodically screening 

expense claims, including those submitted by Chief Officers, for 
review by head of Department. Where a concern is raised, further 
checks are conducted incorporating intelligence research and liaison 

with the Joint Force Vetting Manager. If necessary, the matter is 
brought to the attention of the Head of PSD who will challenge the 

staff concerned. 

 
 3.18 This process also includes the routine dip checking of force credit 

cards and examination of purchases made outside of payroll. A 

more detailed examination of purchases under the £500 threshold 

(not requiring additional authority or purchases made via Force 
credit card) is undertaken on a dip check basis to consider the 
nature of the purchase. This augments the current regulatory 

processes surrounding ‘authority to purchase’. There are also good 
audit mechanisms in place within the finance business area, 

supported by an organisational structure that avoids single 

ownership of an entire purchase or claim process. 
 

Publication of Information 

 

3.19 All Gifts and Hospitality data is published quarterly on the force 
website, including accepted and declined offers. This data is un-

sanitised, showing details of the recipient and the donor (unless 

anonymity is specifically requested by the donor). Details of 
Business Interests and gifts and hospitality are also provided for the 

Police and Crime Commissioner. This information is subject of 
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review at the quarterly Governance and Integrity meeting that the 

PCC chairs.  

 
 https://sussex.police.uk/freedom-of-information/gifts-and-

hospitality-register/ 
 
3.20 The Head of PSD links with Head of Finance on a quarterly basis to 

assess any accounting concern which may require further scrutiny 
or a severity assessment for a Crime or Misconduct process. 

 

3.21 All approved Business Interests are centrally recorded by the Force 
Vetting Unit within PSD and are published on the force intranet site 

to ensure compliance with force policy 965/2017. 

 

3.22 In addition, a Force Sponsorship policy was introduced in 2016, 
policy 489/2018. The Finance Department oversees this process 

and full details of any sponsorship deals are also published 

alongside those of Gifts and Hospitalities.  
 

Substance Misuse – Random Testing 

 

3.23 In June 2016, Sussex Police introduced a programme of random 
testing of its staff. This is a key part of the NPCC preventative 

strategy against substance misuse in the police. In Sussex, the 

testing is carried out by an outside company, Alere Toxicology, and 
in the period from June ’16 to December ’18, 370 random tests 

were conducted across the force incorporating all main police bases. 
 
3.24 The testing is two-fold: 

 (i) A breath test for alcohol, 
 (ii) A urine test for all illegal controlled drugs. 

 

3.25 The Professional Standards Department has oversight of the testing 
programme and deals accordingly with any positive test results. 

Happily, all tests to date have been negative. 

          

 The substance misuse policy is currently under review and a new 
policy will be published shortly. 

 

3.26 Random testing does not in any way affect the ability of the Force 
to conduct ‘with cause’ tests which are authorised by a senior 

officer when an application made by ACU is supported by a 

compelling intelligence case that a specified member of staff is 
misusing a controlled substance. 

 

3.27   In 2018, three such ‘with cause’ tests were carried out in Sussex. 

 
3.28 It is an established fact that employees misusing drugs are highly 

vulnerable to the risk of corruption.  
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4.0    HMIC Legitimacy Report of November 2016. 

 

4.1    This report provided one recommendation of relevance to the ACU                   
which stated: 

 
“Within six months, all forces should have started to implement a 
plan to achieve the capability and capacity required to seek 

intelligence on potential abuse of authority for sexual gain.  These 
plans should include consideration of the technology and resources 

required to monitor IT systems actively and to build relationships 

with the individuals and organisations that support vulnerable 
people.” 

 

4.2    In response to this, the Deputy Head of PSD chairs a force wide  

working group with the aim of implementing measures to tackle the 
threat of abuse of position for sexual gain. These include: 

 

• enhanced pre recruitment vetting utilising open source media; 
• enhanced notifiable associations policy including any relationship 

started as a result of contact via a professional interaction 

(policy 1176/2018); 

• an ACU Tactical Plan; 
• increased staffing of Sussex Police ACU with the introduction of 

two additional Intelligence Development Officers (IDO’s); 

• as part of the ‘Focus’ development conversations a new tool kit 
has been produced called the Wellbeing Healthcheck, this 

includes the requirements of the Integrity Health Check as 
launched as part of the College of Policing Abuse of Position 
strategy; 

• increased briefing and training to all employees via a bespoke 
communication plan and specifically the introduction of 3 

mandatory NCALT learning packages looking at key themes 

relating to Abuse of Position; 
• in person training delivered to specific groups such as police 

officer / PCSO new joiners and Roads Policing officers; 

• increased liaison with partner agencies; 

• domestic Abuse victim surveys now include questions regarding 
any concerns they might have over behaviour of officers 
involved;  

• training with local partners to raise their awareness of abuse of 
position matters; 

• introduction of Barred and Advisory Lists to prevent officers 

dismissed through misconduct from future employment with law 
enforcement agencies; 

• introduction of better monitoring technology aimed to enable 

proactive identification of Abuse of Position;  

 
 4.3   In October ’17, confirmation was received from HMIC confirming       

that the Sussex Police plans reflected the national strategy agreed 

at the NPCC in April ’17. 
 

5.0    Conclusion 
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5.1    When considered together, the comprehensive range of measures 

in place should serve to provide substantial assurance to Committee 
members that the Force is taking proactive steps to prevent the 

occurrence of fraud and corruption. Nonetheless, the Chief 
Constable remains aware of changing opportunities for fraud or 
corruption to be perpetrated and will respond swiftly and robustly 

where it is identified.  
 

 

 
Contact details: 

 

Name:  D/Supt Steve Boniface  

 
Job Title: Head of Anti Corruption Unit, PSD  

 

 


